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Enterprise Risk Governance

XeroRiskensures your busines
understands, manages an
controls the risk exposure i
faces, dbwing you to focus on
core business activities.

By ensuring that risks ar
captured and managed within
flexible hierarchy, risk mitigatior
can be assigned at th
appropriate level within the
business whilst ensuring that th
corporate view is maintairge for
regulatory or commercial
reporting purposes.

XeroRisk continues to benef
from an ongoing developmen
programme to add functionality
required by its customers tc
ensure their risk managemen
process remains controlled an
relevant to their business

We also strive to maintain ¢
clean development code tree
ensuring that support,
maintenance and developmen
activities react quickly to you
changing business needs. At Li
Xero, we believe in using th
most appropriate technologies a
they mature to @sure your
investment remains viable an
productive, without introducing
un-necessary operational risk.

We guard the core design principles of XeroRisk to thisgd.
and we guarantee that these principles will not be violated
future product enhancemeats.

That way, you can be assured that your key business risk
remains easily accessible to you now and in the futt
wherever you may be in the world.




Product Overview

XeroRisk is a comprehensive
highly configurable business ris
management solution providing
strong corporate governance fo
all risk activities.

Centralised risk manageent
provides a consistent view of ris
exposure across the organisatic
allowing regulatory or lega
reporting requirements to be
accurately provided.

Highly configurable ¢ XeroRisk
allows you to manage ani
mitigate risks in a way familiar t
your organigtion by replicating
your organisational structures
operations and programmes. Th
system incorporates intuitive
user interfaces, user define
filters and configurable
terminology to reflect your
business.

XeroRiskprovides real time risk
analysis and nraagement
overviews to assist decisio
making processes. By providing
central repository of all corporate
risk data, trends can be analyse
and the business decision makir
process is improved.

Security is paramount within
XeroRisk, and a fully configina
security model is providec
allowing multiple levels of acces
to be defined within the
organisation.

Mitigation plans, activities and responsibilities can |
assigned to users or third party partnerd/here risks are
identified or mitigated outside of your organization, fu
traceability is maintained to ensure you can always moni
the level of risk exposure being managed by any one par
organisation.

Full audit trail facilities allow compliance teams to ensu
that all risk governance activities can be traced to nan
individuals with appropriate recording of actions perform
and full date & time stamping.

Reportingfacilities are built in allowing reports in both HTM
and Microsoft Excel to be generated. Line Xalso support
the ability to integrate XeroRisk with your corpora
reporting solution for users of Business Objects, SAP BW

Corporate branding can be quickly implemented allowir
your XeroRisk installation to follow corporate styles and lc
& feelrules.

Low clientimpact is achieved through the use of stands
web browser technology. XeroRisk does not require or
any client side objects ensuring corporate desktop bt
policies are not impacted and allowing rapid deployment
new users.

XeroRisk uses only industry leading components a
technologies in its construction. /

)




Key Features

XeroRisk is a comprehensive
highly configurable business ris
management solution providing
strong corporate governance fo
all risk activities. It include:
support for risks, issues an
opportunity management.

Web technologythroughout the
product ensures easy delivery t
any client compatble wek
browser speeding installatior
and maintenance tasks.

Flexible is the key desigr
objective of the system, fromr
ease of use for the endser
through to highly configurable
security and functionality
ensuring the system support
your risk governance proces
without  hindrance or un
necessary process haudfs.

XeroRiskcan be integrated with
other business systems to allov
for example, prioritisation of
asset management based on rit
profiles or to populate
organisation  structures fromr
programme plans.

Ease of Useg The interface is clear and concise for user,
ordinator and administrator alike ensuring the key functio
are eadly available at all times. Numerous configurak
changes to user interface functionality to suit your process
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styles.

Risk Assessmert Risks can be assessed against any nurr
of configuralle criteria categories, as well as standa
categories of financial impact and likelihood. You may nee
track risk exposure for reputational or regulatory impact, a
XeroRisk supports these and many other assessment critel
Controls & Action Plang Unlimited controls and action plan:
can be defined on a peisk basis with assessments of contr
effectiveness and target dates and responsibilities.
Automated Escalatiorg XeroRisk can notify users, manage
and/or coordinators of potentially missed &on plan dates
or other targeted activities. Rules can be created to ens
risk ownership is assigned within set time limits to ensure |
governance is maintained, and nothing slips out of sight.
Powerful searchg Apply search filters to report or viev
certain types of risks containing key phrases. Combine
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impact your corporate overview.

Role based securitg Ensure users can see only those areas
your hierarchy that they need, allongneasy deployment to
contractors or third parties mitigating risks on your behalf.
Reporting ¢ A full set of reports are buiih allowing
integration with Microsoft Office products. Other reports t
suit your business are easily defined and implementdardT

party reporting tools can be used if you have them. /
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XeroRisk Application Ar¢acture

XeroRisk is architected as atidr, clientserver solution incorporating
industry standard technologies and platforms. All processingharsihess
intelligence is server based ensuring that the client is an ordinary 1
browser¢ no components are required on the client for operation.

Microsoft Internet Explorer 6.0 or higher is the recommended brow:
platform.



XeroRisk Hosting Architecture

Full firewall and DMZ best practices are incorporated into the ove
solution design ensuring that unauthorised access is prevented.
database mirroring and log shipping across the datacenters ensures
the security and integrity of theata is maintained at all times.



